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Abstract: The security problem of the linear state estimator was focused on, which is used for air traffic control (ATC)

monitoring and aircraft tracking. Since network attacks happen rarely, it is almost impossible to accurately model them.

Therefore, all possible attack cases were analyzed, and the security problem of the estimator in the worst case was studied.

Simulations show that the optimization tool proposed in this work is able to diagnose most dangerous stealthy attack in

all possible network attacks. Especially for a class of linear state estimator, the alpha-beta filter, the result can be widely

applied. Also, the proposed novel method is general enough to be extended to the security analysis of other control

systems.
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Fig. 3 Attack performance with monte carlo running
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